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Status quo

We have:

Hash functions
Key derivation functions (slow)

bcrypt and scrypt
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Sufficiently protected passwords are difficult to recover from
server-side breaches.
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However, on a compromised client, passwords are sitting ducks.
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Creating a password
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Clear text authentication
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Challenge-response authentication
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OffPAD authentication
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Our proposal

Relocate the entering of credentials to a hardened device.
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Our proposal

Our “mostly Off line” Personal Authentication Device is

Mostly offline through physical activation
A PAD storing unlimited credentials for several users
Potentially enabled for several authentication schemes
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Our proposal

Our Extended HTTP Digest Access Authentication scheme
provides

Stronger confidentiality - for both process and transmission
Privacy - The clear text password is visible only to the OffPAD
Better usability - Forget your password, remember your device
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HA1

HA2
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Benefits

No requirement of user interaction

Dramatically reduces time penalty of login

No need to remember passwords

Password can be a long random character sequence or a hash

No need to store passwords

HTTP Digest authentication: credentials can be stored in
hashed format

Simple one-step setup

Identity creation can be done synchronously at both server and
OffPAD
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Drawbacks

Deployment and learning curve

Credential synchronization between OffPAD and server.

Security considerations

Must make sure the OffPAD is sufficiently protected.
The static credential value must be regarded as the new
password.

That bloody device

Someone must pay for it
Someone must teach you how to use it

Digest authentication is vulnerable to MITM

Requires server authentication
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Questions?

? Thank you.


